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COPYRIGHT NOTICE
Rules

It is prohibited to make any video and/or audio recordings during the whole period of this course.

This course is intended only for the officially enrolled student. Subject to the Copyright Notice below, student is not allowed to 
share his credentials for attending this course, to allow others to join and take part, or otherwise make use of these Materials.

Copyright notice

© Zabbix, 2020. All rights reserved.

Unless otherwise indicated, Zabbix owns the copyright and other intellectual property rights in the text, graphics, information,
designs, data, verbal/audio/video presentations and files, comments, drawings, exam questions and exam answers, and other 
training content, lab manuals and practical tasks, and training courses themselves (further – Materials).

The Materials are protected by watermarks, copyright statements, and other means. It is prohibited to remove any of watermarks 
and copyright statements, or in any other way to amend or change content or appearance of the Materials.

Any unauthorized reprint, publication, reproduction, sharing, or use of Materials is prohibited. No part of Materials may be 
reproduced, transmitted, or published in any form or by any means, electronic or mechanical, including photocopying, recording, 
or by any information storage and retrieval system without the express signed written permission from Zabbix.

All course Materials made available to the student during the course of the training may be used solely by the student enrolled in 
the relevant course for personal and educational purposes only. Materials provided to the student should be treated as 
confidential information shared with student only for the purpose of student performing Zabbix Certified training.

The student acknowledges that damages alone would not be an adequate remedy for the breach of this copyright and the student 
shall be entitled to the granting of equitable relief concerning any threatened or actual breach of any of the provisions of this 
Copyright notice.
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Zabbix server health
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ZABBIX SERVER HEALTH
Monitor your monitoring system.

Internal item keys:
• Syntax: zabbix[<parameters>]

Examples:

Internal items are collected by Zabbix server daemon's "self-monitoring" subprocess.

Templates, available out-of-the-box:
• "Template App Zabbix Server"

• "Template App Zabbix Proxy"

On fresh installations "Zabbix server" host is created and monitored.

https://www.zabbix.com/documentation/current/manual/config/items/itemtypes/internal

Day 5

Item key Description

zabbix[boottime] Startup time of Zabbix server or Zabbix proxy process in seconds.

zabbix[preprocessing_queue] Count of values enqueued in the preprocessing queue.

zabbix[process,<type>,<mode>,<state>] Time a particular Zabbix process or a group of processes 
(identified by <type> and <mode>) spent in <state> in percentage. 
It is calculated for the last minute only.
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ZABBIX SERVER HEALTH
Zabbix components:

Caches (configuration, value, vmware, etc.)

Internal processes (configuration syncer, history syncer, self-monitoring, etc.)

Data gathering processes (poller, trapper, icmp pinger, etc.)

Monitoring > Dashboards > Zabbix server health

Day 5
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Trainer's demo
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Configuration files

Day 5
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CONFIGURATION IN DETAIL

Zabbix server configuration parameters:

/etc/zabbix/zabbix_server.conf
• https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_server

Zabbix agent daemon configuration parameters:

/etc/zabbix/zabbix_agentd.conf
• https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_agentd

Day 5

!! Server or agent must be restarted after configuration parameter changes.

https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_server
https://www.zabbix.com/documentation/current/manual/appendix/config/zabbix_agentd
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Zabbix administration
General settings

Day 5
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ADMINISTRATION - GENERAL CONFIGURATION
Administration > General 

Global server settings, defaults and frontend customization

Available only to "Zabbix Super Administrators"

.../5.0/manual/web_interface/frontend_sections/administration

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration
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ADMINISTRATION - GUI
Customization of several frontend-related defaults.

Default theme for users who have not set a specific one in their profiles.

Limit for search and filter results:
• Maximum amount of elements (rows) to be displayed in web-interface lists.

• Example: set to 100 - only 100 elements (items, hosts, templates) will be displayed, and bottom of 
the page will show:

Max number of elements to show inside a table cell.

Show warning if Zabbix server is down. 

Day 5
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ADMINISTRATION - AUTOREGISTRATION
Configure the encryption level for active agent autoregistration.

Encryption level (one or both):
• No encryption - unencrypted connections are allowed.

• PSK - TLS encrypted connections with a pre-shared key are allowed.

• PSK identity:

• pre-shared key identity string;

• available, if 'PSK' is selected;

• is transmitted unencrypted over the network to inform a receiver which PSK to use.

PSK:
• pre-shared key (an even number of hexadecimal characters);

• max length varies based on encryption library used.

Day 5
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ADMINISTRATION - HOUSEKEEPING
The housekeeper is a periodical process, executed by Zabbix server.

Removes outdated information 

Information deleted by user

After removing an item/trigger:

Deletes generated problems

Removes historical data

Override item history/trends period:

Overrides values set for individual items

Won't affect items with "Do not keep history/trends"

Day 5
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ADMINISTRATION - IMAGES
Images are stored in the database.

The Type selector in the upper right corner allows you to switch between:
• Icons (used to display network map elements)

• Backgrounds (used as background images of network maps)

Adding an image:
• press [Create icon];

• browse for the icon file;

• name it;

• press [Add].

Day 5

!! Maximum image size is limited by: ZBX_MAX_IMAGE_SIZE, which is 1024×1024 bytes or 1 MB.
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ADMINISTRATION - ICON MAPPING
Create mapping of certain hosts with certain icons.

Host inventory field information is used to create mapping.

Used in maps configuration to assign appropriate icons to matching hosts automatically.

To create a new icon map, click on [Create icon map] in the upper right corner.

Day 5
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ADMINISTRATION - GLOBAL REGULAR EXPRESSIONS

Perl Compatible Regular Expressions (PCRE) are supported

Expression can be used in several places by referring to its name prefixed with "@"

Day 5

regexreference
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ADMINISTRATION - REGULAR EXPRESSION BUILDER

Press [New regular expression] button to add a new expression. Expressions tab 
allows to set name and add subexpressions.

If several subexpressions are defined, Zabbix uses AND logical operator to calculate the 
result.

The Test tab allows to test expressions with any test string you provide.

https://www.zabbix.com/documentation/5.0/manual/regular_expressions

Day 5

https://www.zabbix.com/documentation/5.0/manual/regular_expressions
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ADMINISTRATION - MACROS
This section allows to define system-wide macros.

Two types:
• Text - value visible to other users

• Secret - masked value

Adding a description is also supported.

https://www.zabbix.com/documentation/5.0/manual/config/macros/usermacros

Day 5
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ADMINISTRATION - VALUE MAPPING
Manage value maps.

Used to present incoming data in a human-readable format.

Can be exported/imported.

https://www.zabbix.com/documentation/5.0/manual/config/items/mapping

Day 5
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ADMINISTRATION - WORKING TIME
System-wide parameter, which defines working time.

Working time - white background in graphs.

Non-working time – grey.

See Time period specification page for description of the time format.

Support of user macros.

Day 5
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ADMINISTRATION - TRIGGER SEVERITIES
Customize trigger severity names and colors.

Paste a new color code or select a color from the palette.

https://www.zabbix.com/documentation/5.0/manual/config/triggers/customseverities

Day 5

!! If frontend translations are used, custom severity names will override translated names.
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ADMINISTRATION - TRIGGER DISPLAYING OPTIONS

Customize how trigger status is displayed in the frontend.

Enable: "Use custom event status colors" option to make adjustments.

Different colors for acknowledged/unacknowledged problems.

Set custom time period for:
• displaying OK triggers;

• blinking upon trigger status change.

• Time suffixes are supported in the period fields, e.g. 5m, 2h, 1d

Day 5

!! Maximum value is 86400 seconds (24 hours). 
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ADMINISTRATION - FRONTEND MODULES

Frontend modules:

view all registered modules;

available to Zabbix Super Admin user type only;

allow to enable or disable specific module;

new modules are added in the disabled status;

every module has its own configuration page.

Day 5
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ADMINISTRATION - OTHER CONFIGURATION PARAMETERS

Additional frontend parameters:

Refresh unsupported items
• how often to check unsupported items

Group for discovered hosts – for:
• Network discovery

• Agent autoregistration

Default host inventory mode - affects:
• New hosts

• Host prototypes

User group for database down message:
• User group for sending alarm message or 'None'

• Notification consists of the following content

• [MySQL|PostgreSQL|Oracle] database <DB Name> [on <DB Host>:<DB Port>] is not available: <error 
message depending on the type of DBMS (database)>

Log unmatched SNMP traps:
• Check to log SNMP traps to zabbix_server.log if no corresponding SNMP interfaces have been 

found.

Day 5
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Zabbix administration

Day 5
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ADMINISTRATION - PROXIES
Administration > Proxies

Listing of existing proxies with their details:

Mass editing options:
• Enable hosts - change the status of hosts monitored by the proxy to Monitored.

• Disable hosts - change the status of hosts monitored by the proxy to Not monitored.

• Delete - delete the proxies.

.../5.0/manual/web_interface/frontend_sections/administration/proxies

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/proxies
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ADMINISTRATION - AUTHENTICATION
Administration > Authentication

Supported mechanisms:

Internal

LDAP

HTTP
• Any mechanism supported by 

the web server.

SAML 2.0 authentication

.../5.0/manual/web_interface/frontend_sections/administration/authentication

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/authentication
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ADMINISTRATION - AUTHENTICATION TYPES

By default, internal Zabbix authentication is used globally.

Usernames and passwords are stored in Zabbix database.
• New users already have strong password encryption.

• Users that upgrade to 5.0 need to reset passwords for all users, so that they can use the new 
encryption instead of md5

To change authentication type:

HTTP - navigate to the HTTP settings tab and enter authentication details.

LDAP - select LDAP as Default authentication and enter details in the LDAP settings tab.

SAML - navigate to the SAML settings tab and enter authentication details.

Different authentication types can be used at the same time.

For example, some users may use LDAP, others Internal authentication.

Day 5
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ADMINISTRATION - USER GROUPS
User group list:

Shows user count

Shows individual members

.../5.0/manual/web_interface/frontend_sections/administration/user_groups

Day 5

User group properties:

Members

All access rights are group-based

Special groups

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/user_groups
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ADMINISTRATION - USER GROUPS
Administration > User groups:

Group users for organizational purposes

Assign permissions

Control frontend access

Switch debug mode on/off 

Day 5
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ADMINISTRATION - ASSIGNING PERMISSIONS

Select host groups and set access levels.

"Include subgroups" option allows to access nested groups

Day 5

!! Permissions can be assigned on the user-group level only!
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ADMINISTRATION - PERMISSION ASSIGNING

The Tag filter tab.

Tag-based permissions to allow user groups see problems filtered by tags.

Day 5
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ADMINISTRATION - USER GROUPS
Special groups:

Guests
• For limited users (no access to anything by default)

Disabled:
• Deny access to frontend and API

Enable debug mode:
• Diagnose performance problems with frontend pages

No access to the frontend:
• API access works even if frontend access is denied

Recommended settings if using external authentication:

create user group "Internal users";
• set Frontend access to Internal

have at least one Super Admin with internal authentication.

Day 5
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ADMINISTRATION - USER LIST
Major details:

Is online/last access

Login blocking:
• After unsuccessful logins

• Super Admin can unblock

Access details:

Frontend access

Debug mode

Status

Day 5

!! Blocking settings can be changed in /usr/share/zabbix/include/defines.inc.php file 
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ADMINISTRATION - USER DETAILS
Details:

Alias/username, name, surname

Password reset

Group membership

Frontend language and theme

Auto-login and logout

Refresh

Rows per page

URL after login

Media

Users can set some of these in their profiles.

https://www.zabbix.com/documentation/5.0/manual/config/users_and_usergroups/user

Day 5
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ADMINISTRATION - USER MEDIA AND PERMISSIONS

The Media tab contains a list of all media defined for the user.

The Permissions tab contains information about the user type and host groups the user 
has access to.

Day 5
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Zabbix User:
• Has access to the Monitoring, Inventory and Reports menus.

• No access to any resources by default.

• Any permissions to host groups must be explicitly assigned.

Zabbix Admin:
• Has access to the Monitoring, Inventory, Reports and Configuration menus.

• Has no access to any host groups by default.

• Any permissions to host groups must be explicitly given.

Super Admin:

Has access to everything.
• Can't revoke access by denying specific host groups.

ADMINISTRATION - PERMISSION SYSTEM

https://www.zabbix.com/documentation/5.0/manual/config/users_and_usergroups/permissions

Day 5

User type

Permissions Zabbix user Zabbix admin Zabbix super admin

Read-Write Read only Full Full

Read only Read only Read only Full

Deny None None Full

!! Read-Write overrides Read only.



© 2020 by Zabbix. All rights reserved

ii

39TheoryZabbix 5.0 Certified Specialist ●

ADMINISTRATION - FRONTEND SCRIPTS
Available in (click on a host name – the menu will pop-up):

Monitoring > Hosts

Problems

Dashboard

Maps

Overview

Exit code is checked.

.../5.0/manual/web_interface/frontend_sections/administration/scripts

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/administration/scripts
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ADMINISTRATION - FRONTEND SCRIPTS

Day 5
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ADMINISTRATION - FRONTEND SCRIPTS

Parameter Definition

Name Unique name of the script (<submenu/submenu.../>script).

Type Script or IPMI command.

Execute on Script will be executed on Zabbix server, proxy or agent.

Commands All commands to be executed within the script.
Some macros are supported.

User/host group User/host group that the script is available.

Required host permission Permission level for the host group (Read or Write).

Enable confirmation Display a confirmation message before executing the script.

Confirmation text Custom confirmation text for the confirmation popup.

Day 5
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AUDIT
Reports > Audit

Track log in/log out of users.

View records of changes made in the frontend.
• Time

• IP address of connected user

• Username

• Action

• ID

• Description

• Details

.../5.0/manual/web_interface/frontend_sections/reports/audit

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/reports/audit
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ADMINISTRATION - ACTIONS LOG
Reports > Action Log

Displays details of executed operations within actions.
• Notifications (emails, sms, etc.)

• Remote commands and scripts

.../5.0/manual/web_interface/frontend_sections/reports/action_log

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/reports/action_log
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ADMINISTRATION - QUEUE
The Queue:

is for expected arrival of values (nothing received);

shows amount of items per type;

displays only items with update intervals;

is retrieved directly from Zabbix server using JSON protocol (available only if Zabbix server 
is running).

https://www.zabbix.com/documentation/5.0/manual/config/items/queue

Day 5
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ADMINISTRATION - QUEUE
Per proxy information:

Queue details provide opportunity to view delayed items:

Day 5
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QUEUE DURING AN ISSUE
Should have received data N seconds/minutes ago, but did not.

The queue is retrieved directly from Zabbix server.

Possible reasons:

Zabbix proxy/agent is down or misconfigured.

Check is slow/timed out.

Performance issue (Zabbix server, proxy or DB).

Day 5

!! Use special internal item zabbix[queue,<from>,<to>] monitor the queue in Zabbix
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Advanced task:
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1. Create a frontend script:
Name: Zabbix/Zabbix configuration cache reload

Commands: zabbix_server -R config_cache_reload

2. Give proper permissions to Zabbix Administrators to allow them 
run the script.

3. Limit script execution to Zabbix server host group only.

4. Make sure your script works.

Configure server for the "Detect operating system" script to work

20mDay 5

http://167.172.105.23/zabbix/zabbix.php?action=script.edit&scriptid=3
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Q&A
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Visualisation
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Graphs

Day 5
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GRAPHS - OVERVIEW
Graphs:

Create visual representation of what is going on – instead of viewing just numbers

Grasp the data flow at a glance

Correlate problems

Trace when something has started

Make a presentation of future issues (when something might become a problem)

An easy way to look deep into history and compare data.

Zabbix provides users with:

Built-in simple graphs of single item data.

The possibility to create complex customized graphs.

Quick access to a comparison of several items through the ad-hoc graphs.

Modern customizable vector graphs.

Day 5
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GRAPHS - OVERVIEW
Time period selector:

Allows to select common required periods with a single mouse click.

The From/To fields display the selected period in either:
• Absolute time syntax in the format: yyyy-MM-dd hh:mm:ss

• Relative time syntax - can contain mathematical operations (- or +)

• One: now-1d, now-1w, now-1y

• Or several: now-1d-2h+5m, now-1M-12h+30m

https://www.zabbix.com/documentation/current/...#time_period_selector

Day 5

https://www.zabbix.com/documentation/current/manual/config/visualisation/graphs/simple#time_period_selector
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Monitoring > Latest data

Simple graphs provide an easy and fast way to visualize item data.

Simply click on the Graph link for the respective item to open the graph.

Zoom in using the mouse.

SIMPLE GRAPHS (AD-HOC)

Day 5
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SIMPLE GRAPHS (AD-HOC)
Select several items and switch between:

Stacked

Normal

Day 5



© 2020 by Zabbix. All rights reserved 55TheoryZabbix 5.0 Certified Specialist ●

SIMPLE GRAPHS (AD-HOC)
Switch "View as" to values to get raw data for the selected time frame.

Day 5
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Custom graphs

Day 5
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CUSTOM GRAPHS (LEGACY)
Custom graphs:

are configured manually;

may belong to a host or a template;

multiple items in a single graph;

customized look;

different graph types:
• Normal

• Stacked

• Pie

• Exploded pie

https://www.zabbix.com/documentation/5.0/manual/config/visualisation/graphs/custom

Day 5
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CUSTOM GRAPHS - PROPERTIES

The Graph tab:

Name and dimensions

Legend, working time, trigger line, 
percentile lines (left/right)

Automatic, fixed or referenced Y axis 
min/max

Multiple items on two axis with different 
colors & draw styles

Day 5



© 2020 by Zabbix. All rights reserved 59TheoryZabbix 5.0 Certified Specialist ●

CUSTOM GRAPHS - PREVIEW

The Preview tab:

Allow to preview what you are creating

Will not show any data for template 
items

For items with triggers:

A dashed line shows the trigger's
treshold level; the name of a trigger
is shown in the legend.

Three triggers is the hard-coded limit.

If graph height is set to less than 120 
pixels, triggers will not be shown in the 
legend.

Day 5
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MACROS IN GRAPH NAMES
Item values can be referenced in the name by using simple macros.

Simple syntax: {host:key.func(param)}
• Support only avg(), last(), max() and min() functions with seconds as a parameter.

{HOST.HOST<1-9>} macros referencing the first, second, etc. host in the graph.
• Example {{HOST.HOST1}:key.func(param)}

Value mapping is supported as well.

Examples:
• CPU Load: {{HOST.HOST}:system.cpu.load.last()}

• Traffic in/out: {{HOST.HOST}:net.if.in[eth0].avg(10m)}/{{HOST.HOST}:net.if.out[eth0].avg(10m)}

Day 5
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VIEWING GRAPHS
Monitoring > Hosts > Graphs

Two options for viewing: "Graph"(default) and "Values"

Day 5
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PRACTICAL SETUP

Advanced task:
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1. In "Template Basic" create a new graph.

1) Add items: 
Network related

CPU load

2) Show values in graph names; use last() and avg() functions.

2. Configure the graph:

1) Network statistics should be displayed on the left axis

2) CPU load should be displayed on the right axis

Display Network traffic in/out values on the graph name

20mDay 5
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Maps

Day 5
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MAPS - OVERVIEW
Graphical representation of real-time data (e.g. load, bandwidth, connectivity, etc.).

If an event occurs, icon status or link color on the map is changed automatically.

Access to scripts, as well as links to other pages.

Possible to create multi-level hierarchy.

Based on the vector graphics (SVG).

https://www.zabbix.com/documentation/5.0/manual/config/visualisation/maps/map

Day 5
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MAPS - OVERVIEW
Monitoring > Maps:

View all or find specific ones

Create new ones

Import/export

Delete

Day 5



© 2020 by Zabbix. All rights reserved 66TheoryZabbix 5.0 Certified Specialist ●

CREATING A NEW MAP
Press the [Create map] button.

Map properties:

Owner

Name, dimensions

Background image

Icon
• Automatic mapping

• Highlighting

• Behavior

• Label type and location

Minimum trigger severity

Display of suppressed problems

URLs for map elements

Day 5
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CREATING A NEW MAP
Make it public or set permissions for other users or groups.

Setting to "Public" automatically enables "Read-only" sharing for all users.

"Private" allows to set individual (user or user group) sharing settings.

Day 5

Permissions for 
User groups

Permissions for 
individual users
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MAPS - PUBLIC AND PRIVATE
All users in Zabbix (including non-admin users) can create network maps. 

Owner - creator of the map (can be changed).

Can be made public or private:
• Public maps are visible to all users.

• Private maps are visible only to their owner and the users/user groups the map is shared with.

Lack of read permission for a user to an element:

Greyed out icon and hidden textual information.

Trigger label is visible even if the user has no permissions to the trigger.

To add an element to the map, a user must also have at least read permission.

Day 5
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MAPS - PERMISSIONS

Day 5

Map sharing set to "Public"

user1 has at least read-only
permissions on all hosts

Map sharing set to "Public"

user2 has 
read permission for 

host1
no permissions for 

host2 
host3

Текст слайда
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CREATING A NEW MAP
Another way to create a new map is to clone and then edit an existing one. Use 
buttons in the map configuration form:

Clone:
• Will retain general layout attributes of the original map

• No elements

Full clone retains:
• General layout attributes

• All elements of the original map

Go to Monitoring > Maps > {existing map} properties

Scroll down and press one of the clone buttons:

Day 5
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MAPS - CONSTRUCTOR
When all map properties are set, proceed to the constructor:

Basic controls:

Add/Remove
• Elements (host, host group, image, map, trigger)

• Each type has its own set of properties.

• Shape (rectangle, ellipse, line)

• Customize the background/border.

• Add text and customize the look, layout, size.

• Link (select two elements)

• Customize the look and the label.

• Can change color based on triggers.

Day 5

Expand macros: on/off

Grid controls:
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MAPS - CONSTRUCTOR
Right click on a single element to open a menu with 

options:

change the order of elements (shapes);

Copy/Paste/Remove.

Select multiple elements:
• CTRL + Mouse click;

• by mouse rectangularly.

To perform mass update of:
• Label (content, location)

• Icons (depending on state)

To create a link.

Day 5
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MAPS - CONSTRUCTOR
To add or remove a link, select multiple hosts and click Link: [ Add ].

In the "Mass update elements" popup window find links section and hit [ Edit ].

Modify:

Label:
• add static text;

• use macros to show real-time information.

Line type and color (if no open problems).

Add triggers and set the line type/color
• To override links color on problem event.
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MAPS - CONSTRUCTOR
When all map properties are set, proceed to the constructor:

Day 5
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MAPS - CONSTRUCTOR

Day 5

Represents the state of the whole
Host group: Training/servers

and shows most recent problem.

If a trigger
fires, the icon

changes.

Can use static text combined
with {MACROS} in the label.
Shows real-time data
and most recent triggers.

Link to another map also showing
state of all elements.
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MAPS - ELEMENTS
Map elements:

Host – the icon represents status of all triggers of the host

Map – the icon represents status of all elements of a map

Trigger – the icon represents status of one or more triggers

Host group - the icon represents status of all triggers of all hosts belonging to the selected 
group or host group elements

Image - an icon that is not linked to any resource.

Animated gif images are supported.

Day 5
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MAPS - LABELS
Macro: {host:key.function(parameter)}

Displays values from items for an element (e.g. a link or a host).

For host elements, {HOST.HOST} macro unifies labels (makes a map dynamic).
• {{HOST.HOST}:key.function(parameter)}

The avg, last, min and max trigger functions are supported, with seconds as a parameter.

Day 5
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MAPS - PROBLEM ICON VIEWS

Day 5

All Separated Unacknowledged only

Number of problems  and expand most critical oneNumber of problemsExpand single problem
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MAPS - OPTIONS EFFECTS

Day 5

None Highlight Mark Don't expand All

OK

Disabled

Problem

Recent 
problem
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MAPS - HIERARCHY
Use a Map element or custom URLs to link an icon to another map.

Day 5

1. Add "Map element"

2. Left click on element in map view

3. 

2. Left click on element in map view

1. On any element create URL:
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MAPS - HINTS
Links:
• Set the same background color – links appear only when a problem is active!

• Straight lines (by default) - route by using invisible icons or shapes.

Use macros in the URLs: {HOST.CONN}, {HOST.IP}, {HOST.DNS}

Use icon mappings to assign icons to matching hosts automatically.

Selecting elements:
• hold down Ctrl to select elements;

• multiple elements - by dragging a rectangle;

• to change attributes in one go (mass-update mode);

• to move and copy-paste; ordering for shapes and lines.

Day 5
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PRACTICAL SETUP

Advanced task:

82Practical taskZabbix 5.0 Certified Specialist ●

1) Upload some images.

2) Create icon mapping.

3) Create two new maps:
Name: "Training.lan"

• Add the Training resource server, your VM and the trainer's VM

• Format labels to show useful information about hosts.

• Add links between hosts with labels showing network stats.

• Add CPU triggers to links.

• Use a custom icon or a custom background image.

• Add useful information to a host and link label (CPU load, In/Out traffic).

• Element: a host group (will be linked to the "Training servers" map).

Name: "Training servers"

• Use icon mapping.

• Host information name/connection settings.

• CPU and network stats.

4) Fire a trigger to mark an element and see how the links will change.
Add a transparent image and make curved links.

30mDay 5
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Screens

Day 5
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SCREENS
A screen allows to group information 
from various sources for a quick 
overview.

Works like a table.

Drag-and-drop editing.

Refreshes elements in the background.

Two types:
• Host-level screens:

• Can be generated automatically by LLD.

• Monitoring > Hosts > [ host ] > Screens

• Global screens:

• Can contain information from multiple 
hosts

Support Import/Export.

Many different elements:

Simple, custom and graph prototypes

Item values

Maps

Active problems

Other screens

Custom URLs

Overview page

...more

Day 5

!! Deprecated, will be removed at some point - use Dashboards instead.
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SCREENS
Monitoring > Screens:

A simple list with search and few control options.

Day 5
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SCREENS - PROPERTIES AND SHARING
Properties:

Owner and Name

Dimensions (table style)

Can be cloned

Sharing:

Private/Public

User/User Group

Permissions:
• Read-only

• Read-write

Day 5
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SCREENS - CONSTRUCTOR
Constructor starts with an empty table:

Click on [+]/[-] to add/remove row or column.

Then, click [Change] in any cell to add elements.

Added elements will show real-time data.

Day 5
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SCREENS - ELEMENTS
Action log - history of recent actions.

Clock - analog clock displaying current 
server or local time.

Data overview - latest data for a group of 
hosts.

Graph – a single custom graph.

Graph prototype – a custom graph from 
a low-level discovery rule.

History of events – the latest events.

Host group issues - status of triggers 
filtered by a host group.

Host info – high-level host related 
information.

Host issues - status of triggers filtered by 
a host.

Map

Plain text

Simple graph prototype – a simple graph 
based on item generated by low-level 
discovery.

System information - high-level 
information about Zabbix server.

Problems by severity

Trigger info – high-level trigger related 
information.

Trigger overview - status of triggers for a 
host group.

URL - include content from the specified 
resource.

https://www.zabbix.com/documentation/5.0/manual/config/visualisation/screens/elements

Day 5
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HOST SCREENS
The host screen can be added on a host or a template.

Access to host screens is provided from multiple locations:

Monitoring > hosts

Inventory > Hosts > [host]

Problems/Dashbords - anywhere, where Host's name is clickable.

Day 5
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SCREENS
Dynamic screens can be used to show information from various hosts.

Hosts must be using the same Template > Graphs.

When adding elements, enable Dynamic item to make the host lookup field available.

Day 5
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33
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SCREENS
Time range options, zoom in with the mouse.

Clicking on a graph, opens it in full view.

Day 5
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Slideshows

Day 5
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SLIDE SHOWS
Monitoring > Screens > Slide shows:

Cycles through many screens

Any ordering

Multiplier refresh in monitoring

https://www.zabbix.com/documentation/5.0/manual/config/visualisation/slides

Day 5
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SLIDE SHOWS - SHARING OPTIONS
Same as for dashboards, maps, screens – the slide shows can be private or 
public.

Public ones can be accessed by all users.

Private ones can be accessed by its owner (creator) and all users the entity has been 
shared with.

Permissions are respected.

Day 5
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Dashboards

Day 5
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DASHBOARDS
Monitoring > Dashboard section is designed to display summaries of all-
important information.

Any user can create a dashboard and share with others.

Block-based structure

24-column grid

Based on widgets:

each widget type has own set of properties;

set refresh intervals;

control header visibility;

smart placement;

can be dragged, dropped, rearranged and resized.

.../5.0/manual/web_interface/frontend_sections/monitoring/dashboard

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/monitoring/dashboard
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DASHBOARDS
Logging in or Monitoring > Dashboard will open most recently used dashboard:

Day 5
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DASHBOARDS
To access all configured dashboards:

Click on the All dashboards link below the section title

The controls are on the right:

Switch to editing mode

Actions (Share, New, Clone, Delete)

Kiosk mode (full screen)

Time selector

Day 5
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DASHBOARD - SHARING AND PERMISSIONS
Permissions to dashboards for Users are limited in the following way:

See and clone a dashboard - if they have at least READ.

Edit and delete a dashboard - only if they have READ/WRITE.

The owner can be changed.

Day 5

Permissions for 
User groups

Permissions for 
individual users

Click on [Actions] > Sharing
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DASHBOARD - SHARING AND PERMISSIONS
Super Admin Vs User

Day 5

User1 permissions
for Dashboard

Super Admin user: User1: Read-only permission for HOST1
HOST2: No permissions = no data
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DASHBOARDS - ADDING NEW
In the "All dashboards" view, click on the [Create dashboard] button.

Add widgets by clicking [Add widget] button or selecting a region on the screen.

Day 5
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DASHBOARDS - WIDGETS

There are many widgets to manipulate 
your data for optimal visualization:

Maps

Graphs and graph 
prototypes

Screens

Problems

System status

Action log

Host status & 
availability

Discovery status 

Web monitoring

Map navigation 
tree

URL

And more…

.../5.0/manual/web_interface/frontend_sections/monitoring/dashboard/widgets

Day 5

https://www.zabbix.com/documentation/5.0/manual/web_interface/frontend_sections/monitoring/dashboard/widgets
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DASHBOARDS - WIDGETS
Most of the widgets can be filtered by hosts, host groups, items, triggers and 
customized in other ways

Day 5
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DASHBOARDS - GRAPH WIDGET
The Graph widget provides a modern and versatile way of visualizing data using 
a vector image drawing technique.

The legacy graph widget has been renamed to Graph (classic).

Day 5
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DASHBOARDS - GRAPH WIDGET
Uses vector graphics format.

Displaying of values is based on "Data sets", combination of hosts and items.

Day 5

Customize graph 
type and look

Host + item (single or multiple) Wildcards are supported

Control data in real-time
Timeshift
Agregate



© 2020 by Zabbix. All rights reserved 106TheoryZabbix 5.0 Certified Specialist ●

CUSTOM GRAPHS (NEW)
The following graph types are supported for the New graph:

Line

Points

Staircase 

Bar

Day 5
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DASHBOARDS - GRAPH WIDGET
Aggregate item/dataset and bar graphs.

Day 5
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DASHBOARDS - GRAPH WIDGET
Many additional options for the graph widget.

Day 5
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DASHBOARDS - GRAPH WIDGET
Display problems on a graph.

Day 5
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DASHBOARD WIDGETS
Some widgets are interactive.

Map navigation tree widget can be used to switch between maps.

Day 5
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PRACTICAL SETUP
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1) Create a new item on "Template training system info":
system.localtime

2) Create a new Training dashboard
Add:

• A Map tree element

• A Map widget with a link to the map tree element

• 3 clocks displaying server / local / your host time.

• Problems count.

30mDay 5
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Zabbix services

Day 5
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• Free attendance for 
everyone

• Live streaming

• Available for all time 
zones

• Special chat rooms

• Dedicated to 5.2

• Special Fan packages

What to expect 
this year?

www.zabbix.com/events/zabbix_summit_2020
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#zabbix IRC  |  Forum  |  Events  |  share.zabbix.com

JOIN THE COMMUNITY

Day 5
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COMMERCIAL SERVICES
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Questions?
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Certification
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EXAM
Navigate to https://exam.zabbix.com

This exam consists of 50 questions including True/False and multiple-choice questions 
(single answer and multiple answers).

60 minutes to complete the exam.

The grade is 80% (passing threshold).

You can use flag to mark any questions so you can come back to them later.

You can still change an answer before submitting the quiz.

You can receive 1 mark for each question.

Partially correct answers will not be awarded.

You will not be negatively marked for incorrect answers.

You are NOT allowed to use the documentation, Google, etc.

Day 5

https://exam.zabbix.com/
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Time for a break :)


